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Alice’s Funding Transaction: 00

Inputs

Alice’s UTXO

Unlocking script: Alice’s signature

Outputs
Mutual Account’s UTXO
Output Number: 0
Amount: 0.5 BTC

Locking script: A multisig function
requires both Alice's and Bob's
signatures
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Bob’s Funding Transaction: 01

Inputs

Bob’s UTXO

Unlocking script: Bob’s signature

Outputs
Mutual Account’'s UTXO

Output Number: 0

Amount: 1 BTC

Locking script: A multisig function
requires both Alice’s and Bob's
signatures
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Commitment Transaction: 02

Mutual Account’'s UTXO Mutual Account’'s UTXO

Transaction ID: 00 (Alice’s funding tx) Transaction ID: 01 (Bob's funding tx)

Output Number: 0 Output Number: 0

Unlocking script: Both Alice and Bob's Unlocking script: Both Alice and Bob's
signatures signatures

Qutputs

Alice’s UTXO Bob’s UTXO

Output Number: 0 Output Number: 1
Amount: 0.5 BTC Amount: 1 BTC

Locking script: Alice’s address and Locking script: Bob’s address and Bob’s
Alice’s signature signature
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Alice’s Funding Transaction: 00

Inputs

Alice’s UTXO

Unlocking script: Alice’s signature

Outputs
Mutual Account’'s UTXO

QOutput Number: 0

Amount: 0.5 BTC

Locking script: A multisig function
requires both Alice’s and Bob’s
signatures

N'N 72K 'Y R NIRWI 07X 7W Q1PN NYYPERTN0
7 N7N ,NNN'MN DX 212 DY QNYN K71 DNIR YTYUN X7
Output ~n NxI (00) nr¥prnvN 7w ID"N DX 17 N7wN
.(0) nr¥prvN 7w Number



Commitment Transaction: 02

Inputs

Mutual Account’'s UTXO

Transaction ID: 00 (Alice’s funding tx)

Output Number: 0

Unlocking script: Both Alice and Bob’s
signatures

Outputs

Alice’s UTXO

Output Number: 0

Amount: 0.5 BTC

Locking script: Alice’s address and
Alice’s signature
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Alice’s Transaction: 03

Inputs

Mutual Account’'s UTXO

Transaction ID: 00 (Alice's funding tx)

Output Number: 0

Unlocking script: Both Alice and Bob's
signatures

Outputs

Alice’s UTXO Bob’s UTXO

Output Number: 0 Qutput Number: 1

Amount: 0.4 BTC Amount: 0.1 BTC

Locking script: Alice’s address and Locking script: Bob’s address and Bob’s
Alice’s signature signature
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TX A1 TX A2
Only Alice can broadcast Only Alice can broadcast

Outputs Outputs
Alice: 0.5 BTC Alice: 0.4 BTC
Bob: 0 BTC Bob: 0.1 BTC

TX B1 TX B2

Only Bob can broadcast Only Bob can broadcast

Outputs Outputs
Alice: 0.5 BTC Alice: 0.4 BTC
Bob: 0 BTC Bob: 0.1 BTC

17y 92pnnY A M270 107 w1 ,1Mprian nwah T 1189 N11'pn 10 DYPTIIYN Yaan a
"Din T1ITA” 1IN 1MPYIA DR 12717 ,971920 D27 YNwa AT ON YA 1NIN] JNIN D3TPN ON D11
D7VNN1 ,yniy NI NIIWRIN N¥PTIIYN A 9V D111AWN 180 12TyN1 N111Awn 901Nl Ta1vw
.NIN2D DIYPTILAN

D719N YW DIWVINN L (N7272 NINAN) NT711787 0'WIN Y82 2121 09X ON™NA ON ,'N211N 11PNl
17 97Ty ,1121 N1"NAN .211% DYWY NNWaN N 117012 0.170 NIR 21247 T2 TX A1 DN 1TWY R1n
NNTIVN NINPTIIWYN N ON (D172 %Y 9'TY) 1Mpwa 0.1 7ap Rinw 111an TX B2 nn 17wy
DYTN 7Y 72pP0n0 N1 011 - 17 Y1INW an NN 2P 212w 50:50 YW 0127021 21 1217, 1NT 1NIN]
NINPTIVA DR DITYN 7NN DaNNwnn 72w NTI1Y7 N17127 12038 N 207Ya0 DN 11Na1 N
?2N1IWT NIYPTIY K71 N1NKRN

2V n172N0nWwWa 71%2n N1 719y QTw 111720 ,04a DIYPTI0N 12102 1213 ,AN70 DTpNiw 149
.7720 Y11 1wNINNw N1¥pTIIwn 72



NINPLIPYVIAN WA P DWNINN N 1172 ,2720 W7 WP DIW 'R NNPTIIW7 O e
S N1WRT N2aw” n1NpIIe nYy
NN 1IN ,V11Y DNN1A 1172 ,2120 WY 11pwan Nwan 9021 N0™1aN NPTV ON e
12”7 NNPTINY N7 NINTP - Y17V D10 0172, 171P0'a0 DY 2720 DN 0] ARWNIN
DINWIN N 172 NT¥PRIVITN DYyNAN RTW 111720, naaw
NNy J"nmaw naaw” nrNpTIY NP N L7120 D2 INYTAY DTV QNPTIIVUN ON e
,(17WN TYY N21AN2 N, TITTA, NIYBYI) 1PVIAN WY DTIWN N17IW 112w N1YPTINY ORW
N1JW NIYPTIIVW RTITY R0 27120 DY %9 DINNN .N122W-1"2 DTYPTIIYY N2a1n R0
.P1NNY% 101 707 NY 1w
N1NPTINY N1 ,1M1PW1AN WY N7 121N 1TRT N1 2120 NI 1IX1IW D1NPTINY 0NV
7720 W1 NTBIR R IPYIAN DA L0700 TINT DY N11WRD N22W DYPTIY 0 0T7IW N10w
N1JW NPTV WIN'wnw 7237 01717 nTy1a Pian DWW N11ann 13271 ,01'0Nn N1'aY NN
WANN 922 17T At (11Pan DAY 1T ,N172) NJ1WRD N22W NTYPTINYDI 0w

(Locking Script) n%'van vampo 7193w

117127 11NIN ON ORI NV .NINTNNTT12712 21 1WNNWN 0271ynn n2van 'vapo %1 ,12% oTip
NVNN .N1112 1ININY Dy pTawvaw o'Output-n M11'w 1"y 01TRNAN NN 12TY7 NN1VA 1T R1¥NY
21787 172N .N1Wwt QNPTIIY 1TWY N0INW NI NNTAINY ,NINAY TA1 WAy wnnl ,nviva N
NN TAN7 T'™NR17 01747 AT w1y Pian DWW nn ,niannwn wiaynl 11 10 Diwn o1ty
N7 0T N19117 211N N112102) 72210 AT P18 7102 ,ANI1NN 11'0717 19 W "Iwn T¥NW Vil 1402
11210 210239 77127 12177 J21N2 1112102 71va% NX1IW 11 72N - 11NN AN W1 12 ON RIKR DN11pY 7100
.(1ma

071217 NI¥11 1ININ ,1MpPY1A 0.5 N% ninuw ,TX A1 NN DITwn 0198 OKR ,119W NRNATTY N7Tna
71 NN ,W11y2 ,0"INY NPT T2 71va71 N17 1% 0'W7 7T2 AT 27a0N 1117 TWAaN'W 111111 N'1ana
.9Q0an

.OP_CHECKSEQUENCEVERIFY ,'awxao 1ai18a ,(Timelock) "t n%'va” n1inn% noiaa N1
NMINW vi1nn ,1121 1017 IN) NTIYA NI¥PTIIYY vAnn 11NRY 117a0 N7NNN D¥Y1 AT D7)

NINPTIIY ON .Na%N0 NAMI¥NN JATA NDAIpN AWR TY 0'A02n NN N9viat L (7191% ANIN n1a01n
N0 ON .017 40 12%9NW Ty 04021 N1NN NWI1NY 10" K7 ,01'0 NNTIW D01 40 YW 1T N7'v1 NY710w
.(01"Nn) 01" 40 + NIW 19NNY Ty 04021 11NN R¥107 007 N1 K7 ,0170N0 DA T1ya P TN
:WTN N77v1 VAP0 N1112 117 11TY7 N2127 170 0N JATN N7

.1'ANY7 704N 112 0K A1TN NA02 NN 727 "TA TX A1 R 1TWY n7127 098 @

ATiwn Rinor TX A1 9w UTXO-n nN 12127 9210w 199 0yI1aW N1ONY N2 RN e


https://en.bitcoin.it/wiki/Timelock
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TX A1(Commitment Transaction 02)
Only Alice can broadcast

Output 0
Amount: 0.5 BTC

Locking script

If two weeks have passed since this transaction is
broadcasted, and Alice’s signature is presented, then
Alice gets the money.

Else if Bob’s signature is presented, then Bob gets the
money.
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B1, :pmv1a ninnan 1y ,anknna La1a .Tom™1 ,A1, Rick, Batman :nwvaa ninnan nyaiN
.Jerry~1 Morty, Robin

:N23 N1 TX A1 nP¥p1anwvn , 09N 1NN

TX A1(Commitment Transaction 02)
Only Alice can broadcast

Output 0
Amount: 0.5 BTC

Locking script

If two weeks have passed since this transaction is
broadcasted, and signature from A7 is presented, then
Alice gets the money.

Else if the multisig generated from Rick(Alice’s key)
and Morty(Bob's key) are presented, then Bob gets the
money.
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TX B1(Commitment Transaction from Bob)
Only Bob can broadcast

QOutput O
Amount: 0.5 BTC

Locking script

If signature from A7 is presented, then Alice gets the
money.

TX an1%2 ,1T8N% D' 112TY 10 RY DN .212 9w 10t Yvann , TX A172 nin'nn~M2a"a winw "’y
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TX A2
Only Alice can broadcast

Output 0 Output 1
Amount: 0.1 BTC Amount: 0.4 BTC

Locking script Locking script
If two weeks have passed since this

. . transaction is broadcasted, and signature
If signature from B17 is from A1 is presented, then Alice gets the

presented, then Bob gets money.

the money Else if the multisig generated from

Batman(Alice’s key) and Robin(Bob’s key)
are presented, then Bob gets the money.

:72 NN TX B2 nmyp1aw 112 Yw T8N

TX B2
Only Bob can broadcast

Output 0 Output 1
Amount: 0.4 BTC Amount: 0.1 BTC

Locking script Locking script
If two weeks have passed since this

: . transaction is broadcasted, and signature
If signature from A7 is from B1 is presented, then Bob gets the

presented, then Alice gets money.

the money Else if the multisig generated from

Tom(Alice’s key) and Jerry(Bob's key) are
presented, then Alice gets the money.
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TXA2 TXA3

Only Alice can broadcast Only Alice can broadcast

Outputs Outputs
Alice: 0.4 BTC Alice: 0.2 BTC
Bob: 0.1 BTC Bob: 0.3 BTC

TX B2 TXB3

Only Bob can broadcast Only Bob can broadcast

Outputs Outputs
Alice: 0.4 BTC Alice: 0.2 BTC
Bob: 0.1 BTC Bob: 0.3 BTC
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Transaction Alice-Bob

Outputs

Output 1
Amount: 1 BTC

Locking script

If 3 days have passed, and signature from
Alice is presented, then Alice gets the money.

Else if the signature from Bob and the value
can be hashed into R are presented, then Bob
gets the money.
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Transaction Bob-Charlie

Outputs

Output 1
Amount: 1 BTC

Locking script

If 2 days have passed, and signature from Bob
is presented, then Bob gets the money.

Else if the signature from Charlie and the value
can be hashed into R are presented, then
Charlie gets the money.
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20117 77127 1w ONN 92N



nwain 09N ,0MM AW1%Y 111yW vill .0'N'n DWI17W NAa1pna 1'wi17ny %1iamn 098 YW qoan
ON 71 Q02N NN RINTNT 7137 N10 L2712 229 .N7 IR T10N IR W1 1117 DN 11N N9 9020 NN 12119
1921 .r DN DYTY 19210 9020 NN NXTNY 7127 N7 112,007 NW17W 112V ON 174N .r DIN VT17 R1n
:0ON 171720 NN N'N2110 N112NNW N1 ,011TRAN 11TV Wi
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NN W11yn7 NN ,Dannwnn YW N1aann 2y 0021007 NiNi1 K7 12na8 - RSMC-7 nim11 manan oy
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"N 14% vy n11pn1 nvan
1. The Bitcoin Lightning Network: Scalable Off-Chain Instant Payments, Joseph

Poon, Thaddeus Dryja

2. Reaching the ground with lightning, Rusty Russell
3. Cryptographic Hash Function

4. A Fast and Scalable Payment Network with Bitcoin Duplex Micropayment

Channels, Christian Decker, Roger Wattenhofer
5. The Lightning Network Specifications has all the implementation details. The

actual locking scripts used are specified in BOLT #3: Bitcoin Transaction and

Script Formats

6. I've set up a testing environment using bitcoind and Ind to help me understand
the whole process. Here’s the gist of the trimmed log generated from Ind,

which recorded how Alice and Bob opened a channel.

7. A curated list of awesome Lightning Network projects for developers and
crypto enthusiasts.



http://lightning.network/lightning-network-paper.pdf
http://lightning.network/lightning-network-paper.pdf
https://github.com/ElementsProject/lightning/blob/master/doc/deployable-lightning.pdf
https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://tik-old.ee.ethz.ch/file/716b955c130e6c703fac336ea17b1670/duplex-micropayment-channels.pdf
https://tik-old.ee.ethz.ch/file/716b955c130e6c703fac336ea17b1670/duplex-micropayment-channels.pdf
https://github.com/lightningnetwork/lightning-rfc
https://github.com/lightningnetwork/lightning-rfc/blob/master/03-transactions.md
https://github.com/lightningnetwork/lightning-rfc/blob/master/03-transactions.md
https://github.com/bitcoin/bitcoin
https://github.com/lightningnetwork/lnd
https://gist.github.com/yyforyongyu/d2870b422c86f62930790e1c64f8689a
https://gist.github.com/yyforyongyu/d2870b422c86f62930790e1c64f8689a
https://github.com/bcongdon/awesome-lightning-network
https://github.com/bcongdon/awesome-lightning-network
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https://en.wikipedia.org/wiki/Commitment_scheme
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
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https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
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https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
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https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c
https://medium.com/@rusty_lightning/the-bitcoin-lightning-spec-part-3-8-peer-protocol-for-channel-management-3de0996cd4c

Commitment Transaction

Inputs

Funding Transaction’s UTXO

Transaction ID: xxx

Output Number: 0

Unlocking script: Both local and remote
participants’ signatures

Outputs

Local Output Remote Output

Output Number: 0 Output Number: 1
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IR 1TYI1I DNW JAINA 21 17811 DNW RN




ninnan Tyl NINNan - NIYPTIIY 7101
"91v'2% nin1”-1 (refundable) ”2tnNnY% nanta” n1'nY% na'N N, TIAYD QTR D1JWW 1T
:07N21N DMPNN W Dy TTINNNY 12, (revocable)

11902 NIN 71P7 72X TIWN TWNNwNnn ,NDN1on nalpn’ 1'an7 mp0an IINR rannwnwl e

.011TNn

.7V2NNY N2 DAY NNPTIIYN L, NINT QWTN QRPTIIDRW] e
TA1 vnnY T2 nnvp ,Breach Remedy Transaction nRIpa omnyalw 710720 N1NpTIw
.NN1Y2 N1"'NY P12N NWIY IWaNnw 07010 N1 ,N1M1TT N171va

”.

-1127712 01PN (revocation key pairs) 91012 niNnan N1AIT'" WNNwn pian nwa YW winnn

Elliptic Curve Digital N namiynn naaiva™ipn 1121n nvxpna (multisig) ninnn

:NPYTI RIN 770NN .NTWATIN NN1PY N1T1P1 NYa30 ny Tnia Signature Algorithm - ECDSA

onY NIpaw LECDSA 001 %y "M12N77BIa NINNan A1T Q1IN , 714312 ITNN Y1 ,1121 09N
alice_public_key, alice_secret_key, bob_public_key, bob_secret_key.
-1 alice_public_key mniyxnNa ax11 revocation_public_key 19 NIpaw 12w nnan
72 AT 9V 72n0nY IWwaN ,nvwan 71awa .bob_public_key
revocation_public_key = alice_public_key + bob_public_key
:NN7 17 DINNNN "V1AaN Nhanni
revocation_private_key = alice_private_key + bob_private_key

Alice’s Private Bob's Private Revocation
Key Key Private Key

Alice's Public ‘ Revocation
Key Key Public Key
Alice’s private key can Bob’s private key can A revocation private key can
generate its public key, while generate its public key, while generate its public key, while

the reversed does not. the reversed does not. the reversed does not.


https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm
https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication

11x¥™ revocation_private_key "y innmw niyTin ,"12¥70148 NINNAN A1T2 121TAW 111120
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VTN
171 2121 07X YW DMBIaN NINNann 1w 0'waTl , (multisig) ninnn-na1an nanav aniT ja1ka

.07V NTATYINIYI™N INTT NAWNI NTAW 1117210 NaTTY 110 NYWn 01PN Nnnn vy

Revocation
Private Key

Revocation
Signature

Revocation Revocation
Public Key Signature
A revocation private key can Message is the transaction to A revocation signature is
generate its public key, while be signed. produced by the private key
the reversed does not. plus the message, and can be

verified given the public key
plus the message.
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:D1'N WK, (revocation keys) "71v'an
alice_pubkey_tx_b1-1 alice_pubkey_tx_a1 0111210 N1NNANN NN NI¥1T NN, 019N W TNAN
alice_prikey_tx_b171 alice_prikey_tx_a1 n'nN1NN D'YVIAN NINNANN NN .111% DNIN DNY1W1
.NNXYY NINIW NN
-1 bob_pubkey_tx_ai D2 nNDann DR OINTT NI L,112 W TNON e
D'ANINN DTVIAN DINNaAann NN 0K DNIN n71w1 bob_pubkey_tx_b1
.1NxY7 1w N1n bob_prikey_tx_b1-1 bob_prikey_tx_a1
NN ¥mY 72 bob_pubkey_tx_ai1-1 alice_pubkey_tx_ai-a nwnnwn 0N e
W .revocation_sig_tx_al nnnnn nR P172Y% WwWannw revocation_pubkey_tx_a1


https://github.com/ElementsProject/lightning/blob/master/doc/deployable-lightning.pdf
https://github.com/ElementsProject/lightning/blob/master/doc/deployable-lightning.pdf
https://github.com/ElementsProject/lightning/blob/master/doc/deployable-lightning.pdf
https://github.com/ElementsProject/lightning/blob/master/doc/deployable-lightning.pdf
https://github.com/ElementsProject/lightning/blob/master/doc/deployable-lightning.pdf

NN 1127 7172yNn 098 ON 21 .077N1°2 1TN ARTANN NN 1IN 119127 212 N71 079N NYW 19
.(DNT MWy 921" 212 PI1) ANNNA DR 8™ 921 212 1N L alice_prikey_tx_a1

NN x¥mY T2 bob_pubkey-_tx_bi1-1  alice_pubkey_tx_b1-a  wnnwn 2112
mnw .revocation_sig_tx_b1 nnnnn nN 71729 Wwannw revocation_pubkey_tx_b1
NIN D'JN7 1'2V7 212 ON 21 .07'N172 1N ANTANN DN 11879 11719137 212 N71 09N R9W 19
.(DNT MWy 9210 DN PI1) ANTNNN DR ¥ 9210 09X TN bob_prikey_tx_b1

T01

Output -n1 ID-n nx 212 Dy nanwni N7y Dnnin oL 21¥pPNn DTNPTIY DR DIXTN 09N ,NNw

.n7w Number

Funding Transaction: 00

Alice’'s UTXO

Transaction ID: xxx

Output Number: x

Unlocking script: Alice’s signature

Outputs

Mutual Account’'s UTXO

Output Number: O

Amount: 1 BTC

Locking script: A multisig function
requires both alice_funding_sig and
bob_funding_sig

D7YN YW 1INPNN NTNPTINY
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NINNIN,2INPNN NTINPTIIW 0702 7V NIATNNNN N1'YPTINW DN TN 72 D711 2121 07N, DY
.N1INTNNN DN NN D1a79NN1 1NIN

Commitment Transaction: TX AO1

Funding Transaction’'s UTXO

Transaction ID; 00

Output Number: 0

Unlocking script: Both alice_funding_sig and
bob_funding_sig

Local Output

Output Number: 0

Amount: 1 BTC

Locking Script

If two weeks have passed and signature from Alice is
presented, then Alice gets the money.

Else if the revocation_sig_tx_a1 is presented, then Bob gets
the money.

.(Remote OQutput) pnian 178N 1'RW 17 107w .DIR W N12'NNNN NTNPTIY
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Commitment Transaction: TX BO1

Funding Transaction’s UTXO

Transaction ID: 00

Output Number: 0

Unlocking script: Both alice_funding_sig and
bob_funding_sig

Outputs

Remote Output

Output Number: 0

Amount: 1 BTC

Locking Script

- If signature from Alice is presented, then Alice gets the money.

.(Local Output) "ipn 1T8N 1'RY 17 107w 111 YW N12NNNN D1YPTIY

.N1ANNNN DTYPTIY DN D1TYWNAT 1120 01727PW DINTONN NN INTIIN 079N, 91019
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-n Yw 0'Output a1 nw1 Y2pnn/nYwaw Qoan .NIWTNN NIATNNNN D1YPTIYA 1P 'T19 N
NINPTIYN YW 1020 ninnan NN on'1'a o'aynn o'TTeat L (Credit/Debit) nain/niav
NnTipn

NN NN"112 197907 DIWTN D1NPTINY 1IN DATY L1170 0.1 1127 NNY1W DN OR ,NNATTY
-1 alice_prikey_tx_a1 nmw1an ninnann NN PN 199N DA ,D'WRY .NInnann
NN awnY 712" N0 Lalice_prikey_tx_a1 nN  w' 2112%wa  ,nya  .bob_prikey_tx_b1



"N 9w 071910 NN D1NWn IWR S revocation_sig_tx_ai1 nN 1x¥™91 revocation_prikey_tx_a1
71V720 NINNAan NN N1a™NN pn L, NAY (NN TN 0'981 nTNa) TX Ao1-a 'nipnn Output
alice_pubkey_tx_a2, alice_pubkey_tx_b2, bob_pubkey_tx_a2, ,pwTnn 021N
"1 revocation_pubkey_tx_a2 NN 0NN TWN ,bob_pubkey_tx_b2
W TNN N1ATNNNN N'NPTINYA DN Dwnnwn revocation_pubkey_tx_b2
ninnan NN 1anw?™ NAannwnn 0TI - "A17111120 1702 N2 927200 AN130 "Ny TY 01270 Do)
AN AT NN P71, NIWTNN D1ATNNNN DIPYPTIY YW DINTNN DNT ,D'WTNN 07120 710720
M7 R POW Iwn T8 N'vanY 1T1,N1IWT D1IYPTIIYN 7w 079190 DINNann NN pnTata 1a'on?
.(902N0 72 NN NP1 INTA 2707 2127 1Awn TN 1NTIWT 10 ON -
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T01

Commitment Transaction: TX A02

Funding Transaction’s UTXO

Transaction ID: 00

Output Number: 0

Unlocking script: Both alice_funding_sig and
bob_funding_sig

Outputs

Local Output i Debit Output

Output Number: 0 . Output Number: 1

Amount: 0.9 BTC - Amount: 0.1 BTC

Locking Script
If two weeks have passed and signature from E
Alice is presented, then Alice gets the Locking Script
money. =
TBD
Else if the revocation_sig_tx_a2is
presented, then Bob gets the money.

21NPD NTXPTIINY NNINY N1Y1a¥N T'NN N127NNNN nrxpImIw 22w 17 1n"W .0"IN YW NTIwn N1ATNNNN nnNpImIv
NMIWRKRA
:0'Output-n oy ,TX Bo2-1 p'1nn N1n L1212 7w TNAN
.1"IPBA 0.9 DN YW 1TRNN NN MNww ,pnin Output e
.1"MPB™A 0.1 :72pn N1IAW q0an NR 1Nww ,n1aT Output e



Commitment Transaction: TX B02

Funding Transaction’s UTXO

Transaction ID: 00

Output Number: 0
Unlocking script: Both alice_funding_sig and

bob_funding_sig

Outputs

Output

Output Number: 0

Amount: 0.9 BTC

Locking Script

- If signature from Alice is presented, then | Locking Script
Alice gets the money. {

21¥PN NTNPTIIY NNINYD N1YIARAD TR0 D127NNNAN DTYPTINY 70w 1% 10w .12 YW 2Iwn D1IATNNNN NTYPTINY
MITWNRA

mmipnn Output-nw RTN1 N12 ,(Mat/n21n) o'wTnn 0'Output-n Yw 111007 013w Mah
.N1NT7 1071 K21 0'apn 1aR Pninnnt

D'MYAINN 0'PN1NT 0'n1pn 0'Output
9277 N1n TX Bo2-1 3, TX Bo1 niwn n¥pT17vn NN 1T DIVI™N DIW 'N 1129w WRIN 1112
:0"N 111y 71w TNN .902 N
.90232 wnnwin 210 RN 07y1aw IR N1 TX Ao2 NN 1TWY 712 N0 ,09Y1 112 08 @
111"an ,'nipnn Output-n NN nNp? 707 'R 2125 ,TX Ao2 NN N1Twn DN DN ,q0111 e
-1 alice_prikey_tx_a2 "y xuw ,revocation_prikey_tx_a2 nN 17 1NW
.(MMYRIN DR N9 Y2R 2wn DR w1 2119) bob_prikey_tx_a2



7127 NN 1127 07'V1AW N12NY7 12X R0, TX AOT DYPTINMU INNITWN DN ON @
-21 (17 nana 0'9Nw) alice_prikey_tx_a1-2 wnnwin% 912" 212,107 1NN .01 wNNWN?
N9 revocation_prikey_tx_a1 NN 11N 172 ,bob_prikey_tx_a1
.01INY W11y ,90230 2 R 2127 1nmw nn ,Output-n Rk 1nw'w revocation_sig_tx_a1
TARIT N7 9020 r7apn a1 mva Nin pninnn Output-m nipnn Output-n 1127y ,727a%
JVNNNA D7V Q02N TYapnw TARTT N7 Q020 TN71W1,N1N17 N0Ar Q0an 2wy
?n21nn1 n1ath Sw OQutput-n NR NINWYANNA 1INIR 'R NN N1 N1210N0 N9RWN

71Y12 N1WAaN Oy 0'N17Wn yiNia
N1 N712170 13 70nY) 1M1Pv1a 0.1 7112y DTINRY ANIN 11217 1210 K101 NY12170 w1 1129w 1)
V107 0N nw17W 17'aN 017WN7 NpTw DTN DTnAn X7 pn L(J0Ten 2w N1 na1vn 1n0an
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.(Preimage na R1j71) 1n¥VYY 1NN 1N1w1 payment_secret owa 710 1¥"n 111 .1
n21w1 ,payment_hash ¥ 11 ,payment_secret 9y 112710 n1¥p11a NN 7van 11a .2
.07IN7 1NN
TNN2 12727 1073 1Rw na1n Output w1 naw ,nwTh N1I2NNN NTRPTIIY NINTN D19R .3
:0"pPn 1wn
.902N NN 71PN 112,070 NW19W T1IN2 payment_secret-n NN q1wNn7 712711208 ©
D'IN ,payment_secret-n NN qQwn N% 1121 DI0NN VAN 0N nW19W 199N ON O
.N1TN N7W 9020 NN NY1pn
Output w1 01987 na1n Output 01PN NAW ,ANTT AWTN NI12T'NNN DMINPTIIW 1NN 212 L4
.0'NIN DNIN NNN L2127 NI1aT
72 11 0w Tnn 0'Output-nw N1
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Debit Output

Locking Script

If 3 days have passed, and signature from
Alice is presented, then Alice gets the
money.

Else if the signature from Bob and
payment_secret are presented, then Bob
gets the money.

12102 N7 K10 R Else~n :naann nava ?n121ann1 opnn 722 712yt K10 oRn L TX Ao2-1 0798 9w nainn Output
1PV YW VATIPDA NYIAIN 'R NWYNY "0 Aw17wn N1Na 1a7n” "W np Ta yNan N7 810 10172 ,01100"naw w
N7 1N 1990 oK 172 ,Output-n NN 12127 707 TIv” 80 8D Else n Yw mynwnn .(qwnna 1aon) n1d 1aT pTaw

.0 nw1yw 1avn

Credit Output

Locking Script

If 3 days have passed, and signature from
Alice is presented, then Alice gets the
money.

Else if the signature from Bob and
payment_secret are presented, then Bob
gets the money.
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1TN NI NNPTIWA 1210 K7 12181 wNNwn9 0719y D19RW ANT? 112 ,ANRNNA pnin/'mpnin
.Jwnna yiar vI1an 1200 .(017W7102N 0N NW1%W 1INN)

,IATN"N77V1 1112210 IR PNR1VY 17207 12770 12NIN,17W N2TAND N71217100 DR N71W 112w 1189 TN
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1"17V1212 AT NYVa
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Twvaaivn ,Output %2 9w n%wil vanpo 917 ,Output-n np9nn J1na e
I1VIAINDT ,NTWVIZ102RN 1NTA NY'va R va1p (CLTV 1y'pa) CheckLockTimeVerify
.n"on ™ nTh nY'a nx vaip (CSV 1ixpa) CheckSequenceVerify

.N'Y17102N 1T N7yl va1p nLocktime nTwin ,nypraavnnnia e

A Sample Transaction

nLocktime: an absolute locktime

One Input Another Input

nSequence: a relative timelock nSequence: a relative timelock

Outputs

One Output Another Output

B

Locking Script Locking Script

CheckLockTimeVerify or CheckLockTimeVerify or
CheckSequenceVerify should be CheckSequenceVerify should be
placed here placed here
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T2 DYIAW N1INY N3N KT ,ND1120 Y Dt avprawaw yvaa , TX Aol DR 1TwY1 ninaY
NN 2PV NI OKR) 17071 2% 1% o'wh ot 2117 1w an L,n%w 0'Output-n nn 1Aty
D7IN ,2019/12/31 23:59:59 NNAITY ,N'W17102N JNT N'7'V11 N9 WNNW1 0N ,71W T8N . (177'¥P1720n
,n7w Output=n NN 12129 TN1 NIXPTIIWVA DN 1TYT T2 DNITNND NIWN WRI 27Y7 11anY 9210
(VA7 101N TWR NTN17W BIIVATND 11270 1] NT1]) A7 W 21aW 192N

o'wnnwn ,n1at Output-1 nan Output 1na ,vind owyannw o'mi7wn oiw? o'Output
(212 119w nIpna) m17wnn £72pn 9y ¥NY 7vanY 1TvI11 Dnw 111720 ,NW017102R AT NY1via
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902N NN TAT17 NY1270 NN NN 22pP% N2IX 079K ,718:0071 01'n” NNA1TY ,0710N "W17102N NT
NN ,1NN7 DIVIR DIW N0 K7 2127 7070 nw17w” 'oNT N1 RIWNNWN 1170 0N .(18:00 "INN)
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T'02

N NN q1wNY Niyw 10 1119 NNY nN11 0'IN1 ,01'0 8:0071 D19WNN NN NTyNAN PNy N1l

?N2N LIV 12 N 0'Output-n NN N1WY PraoT ORN .payment_secret

Debit Output

Locking Script

If, after 6pm, and signature from Alice is
presented, then Alice gets the money.

Else if the signature from Bob and
payment_secret are presented, then Bob
gets the money.

.82 0a napn Else-n Yy naynn .TX Ao2-1 07X Yw nainn Output

Credit Output

Locking Script

If, after 6pm, and signature from Alice is
presented, then Alice gets the money.

Else if the signature from Bob and
payment_secret are presented, then Bob
gets the money.

.82 0a napn Else-n Yy navan .o"9x Yw nan Output-y nnt vaiaw ,TX Bo2-1 212 9w matn Output



NINPTINY QN 1TV 727X N7 ITNN QNW 1117210 ,N31NNND N'YAN DN N0NA NTYY10aNN [NTh NYY)
.JATN N77v1 11114310 DIN 7'van' 27nnnY 172

natn Output-1 na1nn Output nnwan

"1 0020 NN NnN¥Y? nnp71 TX Ao2 NN 1TwY %210 0798 ,TA%1 DNN YW T1va .17:00 nywn
NN11 ,079R7 1NIR 110109 1211 R1n1 payment_secret-n nN w' 2125w n1nY .nainn Output
NI'¥PTINY 17 1NN NN DX 1779R ,9020 DN NNp71 T'nyva TX Ao2 NNk 1TwY 7210 T'NN 098w
107 w1 orn . TX Boz2 NN 1nyya 1Tw9 N0 AT NN YIINY 112 9@ 27N 70T .NIWTN N1aNNn
na1nn Output=9 ,0my1aw RNA1TY ,N70N AT N7V 970107 N011 21X ?2N1N1Y% D'IRN Y1InY NONKR
0N YW

Debit Output

Locking Script

If, after 6pm, and signature from Alice is
presented, then,
- If two weeks have passed since
broadcasted, Alice gets the money.

Else if the signature from Bob and
payment_secret are presented, then Bob
gets the money.

ny'an oN 172 Output-n nk 12127 177 TIV” R0 Else~n Yw nivawnin 182 01 .TX Ao2-1 079X 9w nainn Output
."18:00 nywn ny'in K7 1IN

TX nR DITWN1 NNIn DIRNA Y2 ,NIWTN N127'NNN N1¥PTINWA D'WTN 01ATRNY NN1100 09X DR
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NONN NMA1 qun NINw 1921 210 112w 191 18:00 naywin ayvian N1l IaNTY 09N
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17Tv1,(18:00 "1a% payment_secret NN 0D14%) DIDNA TINYY K71 Nin1? 7127 212 .Output
20T NN NTWYY 11210 V1In7 71T W1 0NN 9030 NIR 71799

19182 ntn Output-n nNR 12127 0% WwaNa ,0798 Yw nainn Output Yy 1nT"n%va 0w Di1pna
NNIPIY ,NWTN DTNI'N N¥PTIY 9w input™ 1NIN 12727 Nwan 09X :TNN 'RAN DY 72N TN
.HTLC-Timeout

HTLC-Timeout Transaction

nLocktime: Today 6pm

Transaction ID: TX A02

Output Number: 1

Unlocking script: Alice’s signature

Outputs

Output Number: 0

Amount: 0.1 BTC

Locking Script

Alice's signature

.12127 N9127 079X 71 nYw o'Output-n nNw ,0798 9w HTLC-Timeout-n nm¥p11w
,(nLocktime) nv17102N INT"nYvi11 nwnnwn HTLC-Timeout-n n1ypTiiw
.(0"98 9w nann Output N1nw) TX Aoz 7w 1 1aon Output-a nwnnwn R'n
.18:00 Nywn 1147 NNIN 1TWY 1N"1 K2 11192 ,18:00 9w nLocktime nY w* e
:N1INWn7 71X 1nxy nann Output oa



Debit Output

Locking Script

If signature from Alice is presented, then it
will be spent by a HTLC-Timeout transaction.

Else if the signature from Bob and
payment_secret are presented, then Bob
gets the money.

TX Ao2 2 0"9x 7w nann Output

"NNN qQWN NY 2121 18:00 nywn nyin DN ,0KR 9w TNAN .N1Nal vynd 119¢ n'yvan
:N171ya "Nw nw1y R0 ,payment_secret
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.TIX Ao2-9% nyaxnw HTLC-Timeout nk naTwn R0 .2
N0 Nt Output-n nNw n11"an ,TX Ao2 NN 1TWY DIWIN DIW D'INY7 1'N ,18:00 nywn 1149
"N 9921 18:00 nywa p1 1TwY N1 HTLC-Timeout nN1) HTLC-Timeout oy 1 12127 n1InR
N N1n ,payment_secret-n NN 91wnY% 12110 112 0K 19'ar ,18:00 nywn nyanwl .(nLocktime
M Tw 098w HTLC-Timeout-n "y 12112 1223 X10w 111720 nta n21nn Output-a wnnwn? 7120
Output-n nr 12127 "Warn n7'van vapow n1nYy .(Double-Spend 11701 12 nw1a AR AT)
.Ta%2 nnN oya N1 7237 1a1an' Output-w 13112y NNTIIN 1MpY AN W ,NY 01277 Nl
9w 017 oM T anann? 7127 HTLC-Timeout-n 9w Output-1 n%'van va'po ,q0111 :DANN NIy
1% DW 112 DONT1 ,07VI1AW NN 9020 NN TATaY% 0'9RY wan? - pninnn/'mipnn Output-n
qD2N NN NNPY 217 N1n L (NNN NY N'TNW NNWaNd) DNNNN NNann NN 17 Nand 01981 11X pPTIInY
.10 1NNYY9
NN 12720 N0 18:00 Nywaw nN'wan 0N .N21WN NT1P1 110404 72N ,1IN10 UYNIW NNI)
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Output .nT NN NIWYY NNIN 17127 212 INTYNANAW 1NN 1127W 97011 DN K78 ,NT DR NWyN K7 R0
NIN DAT 07N YW NNNNN DN DA WATTW NINTNNT27717 N9R ,N11W1 DN YW 07717 v1aT N7 na1nn
HTLC--n""y p1 121127 nth n1pna Output-nw 020N R1nw WRIN DINNT 2121 - 212 YW nnnnn

.Timeout

Commitment Transaction: TX A02

Inputs

Funding Transaction’s UTXO

Transaction ID: 00

Output Number: 0

Unlocking script: Both alice_funding_sig and
bob_funding_sig

Outputs

Local Output

Output Number: 0

Amount: 0.9 BTC

Locking Script Locking Script

If two weeks have passed and signature from
Alice is presented, then Alice gets the
money.

If alice_htlc_sig and bob_htlc_sig are
presented, then it will be spent by a
HTLC-Timeout transaction.

Else if the revocation_sig_tx_a2is

Else if the signature from Bob and
presented, then Bob gets the money.

payment_secret are presented, then Bob
gets the money.

o1 alice_htlc_sig n8 D2 wm1Tw ,nann Output-a multi-sig=7 1% 1n"w .TX Aoz D'IR YW n1a"nNNn NTPTINY
.bob_htlc_sig nn

NN 02 WATTW 0N ,218pnn nyp11aw 9w Output n Nk n1atan 80, TX Ao2 NN NN 079RW2I
7127 212 129 .(alice_funding_sig, bob_funding_sig) 112 w nn'nnn NN D1 09N YW AnNNn

079R7 bob_funding_sig 17w nn'nnn NN N71wW N1INw 149 nw1Tn 1a% navi , TX Aoz w 71719




T01

1Twn N1 alice_funding_sig n7w nnnNn NN 918N NN ,NNPTIYA DR 1TWY NN11 019N ON1)
.(NNIN
:72 N0 nwTnn HTLC-Timeout-n n1¥piaw

HTLC-Timeout Transaction

nLocktime: Today 6pm

Transaction ID: TX A02
Qutput Number: 1

Unlocking script: alice_htlc_sig and bob_htlc_sig

Outputs

Output Number: 0

Amount: 0.1 BTC

Locking Script

Alice’s signature

Locking -n) Nn%'vin vapo 7120 NN v11'a1 17201 TWNNA :0a31NN Nvn .0"9N 9w HTLC-Timeout-n n1ypriw
.(Script

nn ,TX Ao2 n nainn Output nx niatan xn ,HTLC-Timeout n n1¥p1iiw NN NNIWwAI

T8 112 .(alice_htlc_sig, bob_htlc_sig) 112 YW An'nnn NN D1 09X YW ANNNN NN D3 WINTW

7172 .079RY bob_htlc_sig 1nnnn nr N71wW I81,13121000 12182 nX11 HTLC-Timeout-w pTia

7107 1 Output-n NR 12129 7210 R0 18:00 NyWin Ny'An ONR1,NIAN NAI¥N] ANINN DN 1T

W11 NTANNWNNW NN 1I1NIN L1792 19182 .0 NN Dn1pnY 871 HTLC-Timeout-n nvyptaiw
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,18:00 112%7 1902 NN 727 7127 N1NW NINTIA YVT17 NIN ,payment_secret nN w* 111708
,18:00 nywn Ty Output-n NN 12127 7210 87 R0, TX A0O2 NR 1TWN 07X DN 17'aN 12
19021 NN NNpY 172 payment_secret-1 T'n wnnw? 11211
"N NPT NN oA TX Ao2 NN DA 1TWY 7310 D198 ,17AN K7 111 0N ,18:00 NnYWN "INN @
.Na02 NN 7ap7 *12 HTLC-Timeout
TX -9 ,112 9w T8N .N27"N KN 12 ON K98 TX A02 NN 1TWY DIWIAN 'R D1IR7 ,0TN 111200 a9
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Commitment Transaction: TX B02

Inputs

Funding Transaction’s UTXO

Transaction ID: 00

Output Number: 0

Unlocking script: Both alice_funding_sig and
bob_funding_sig

Outputs

Remote Output

Output Number: 0

Amount: 0.9 BTC

Locking Script
Locking Script

- If signature from Alice is presented, then - If alice_htlc_sig, bob_htic_sig and
Alice gets the money. | | payment_secret are presented, then it will
| | be spent by a HTLC-Success transaction.

Else If, after 6pm, and signature from Alice is 5
presented, then Alice gets the money. '

o1 alice_htlc_sig nx 01 w1 Tw ,na1nn Output-a multi-sig=7 1% 1nw .211 Yw TX Bo2 niannn nyptinw
.bob_htlc_sig nn

payment_secret, alice_htlc_sig, bob_htlc_sig niyynna 112 Yw n1ath Output NN 12117 11
HTLC-Timeout-n n»yptaiwy anmi1a HTLC-Success n nmypiivy yaar N1 N1 ,Tna
npT21 HTLC-Success™n n1¥p1ianw 17w an'nnin IR 098 N1 N1nw 11a% 112 'y npT1Iw

.0'A"IN 02T NIWYY 01 K7 112w T2 - 1117 N9W an™Nnn IR DNY71W R'Nw 1189 0798 'y




T01

HTLC-Success Transaction

Transaction ID: TX B02

Output Number: 1

Unlocking script: alice_htlc_sig and bob_htlc_sig

Outputs

Output Number: 0

Amount: 0.1 BTC

Locking Script

- If Bob's signature is presented, then Bob gets the money.

"N DR 01 71927 7 (Unlocking script=n) 11anwin vapo :naann nayvn .21 9w HTLC-Success™n n1yp1iiw
:N11w n¥p AR (Locking script=n) n%'van vapo qo11a . TX Boz2 Sw Output- n'knn“ T2 payment_secret
NN 212 DN 9020 NIN 17 NNPY1 2707 INT 0'9RY W1 102w ,071'V1W 1122 KIR 710 9020 NN 721P7 1INK K7 212
.(17 NnYw" 212w n"1on "vIa Nnan *’y) NYYV121 112 NPTV

N19W9 N1211 RY1,0270n K7 RN 72N 18:00 nywin 1149 payment_secret NN 07787 N71w 111 DN
NIN DA DDA 112 ,N1IWTN DR 7117 T2 D'WINTA NINNANN NNT NTWTN N127NNN D1YPTIY 19
- payment_secret-n nr 1"’x¥p172n Yy 19723'w) HTLC-Success n nm¥ptaw nx oa TX Boz

.(18:00 nywn 4% payment_secret-n NN DDIA7 1211 NN 1AN 112w N712% NN W 110

matn Output-1 nainn Output naTy
.DNIN 12TY7 DA N17210N0 D107 1179V - Qp1aon K7 R0 ,INT"N17'V1 DY [TNN 1112TY D117 17120
N7 17Ty 1121 DyW 12010 T1ya P17 vn 18:00 nywn :11%7 nNnW NY121700 NN DPoy7 11Tna
NJ D1 112N N11P7 AN NN D121 1'wWaY 09N 728 - payment_secret-n NN 019N9 14870
0N ,NA01IN NPOYN NN YX1Y 7T] .074011 1"1pY'a 0.05 17 0YW7 N1J1N1 17111107 90111 081



nN1 TX Aoz NN 71171 ,wTNN 1INNN NIN 1A8"W

TXA2

Only Alice can broadcast

Outputs
- Local : 0.9 BTC
- Debit: 0.1 BTC

TX B2

Only Bob can broadcast

Outputs
-  Remote: 0.9 BTC
- Credit: 0.1 BTC

T'02

,0wTn TX Bo3z~1 TX Ao3 1x™Y 12108 1121

.01win TX Boz2

TXA3

Only Alice can broadcast

Outputs
- Local: 0.85 BTC
- Debit: 0.15 BTC

TXB3

Only Bob can broadcast

Outputs
- Remote: 0.85 BTC
- Credit: 0.15BTC

N'¥PTINY 711 212 YW1 07X YW 0'1TNARN,1'N'Y IRNWN

21971 113110 970107 N1"X 12NN ,pPnian Output~1 'nmipn Output YW AnvaN? An1T 19182

:72 187 01 ,mAaT Output=71 nain Output=9 na (revocation)



Debit Output

Locking Script

If the revocation_sig_tx_a2 is presented,
then Bob gets the money.

If alice_htlc_sig and bob_htlc_sig are
presented, then it will be spent by a
HTLC-Timeout transaction.

Else if the signature from Bob and
payment_secret are presented, then Bob
gets the money.

TX Ao271 098 Yw nann Output

T'02



T'02

Credit Output

Locking Script

If the revocation_sig_tx_b2 is presented,
then Alice gets the money.

If alice_htlc_sig, bob_htlc_sig and
payment_secret, are presented, then it will
be spent by a HTLC-Success transaction.

Else If, after 6pm, and signature from Alice is
presented, then Alice gets the money.

TX Bo2-1 112 Yw niatn Output
D'IWTN 071Y1AN DINNanNN DR 17 411 170107 2121 098, TX Bo3 Yw1 TX Ao3 9w n1v'n 1%nna
TX nianan .bob_prikey_tx_b2 nx 01987 10 2121 alice_prikey_tx_az2 nk 112 |n™n 09N -
111"an ,(1n¥YY q0an nR NNPY) "nnix Yva%” 921" (212 271) 212 TN ANIN 1TWN 079N ON ,A02
0'IR TN ,NNIR 1TWN 212 0K - 7190 naaann , TX Bo2 may .bob_prikey_tx_a2 n8 w119 pw
NN W 2% pw mran L(Anxy? qQoan Nk nnp?) "nnik Hwva%” Yain (09N p)
.alice_prikey_tx_b2



alice_prikey_tx_b2

revocation_prikey_tx_b2

bob_prikey_tx_b?2

revocation_sig_tx_b?2
alice_prikey_tx_a2

NR 2wn? 0712 N0 ,bob_prikey_tx_b2 nx 2112n nY%27p 80 o .alice_prikey_tx_b2 nx wxn w1 079N
211 oN . TX Bo2 nr 9119 n912'w revocation_sig_tx_bz n*va17 nn'nn ¢nw ,revocation_prikey_tx_b2
.212% waya - 079X "y N1 NpYT ntypTaawn w n1atn Output-a qoan 92, TX Bo2 nk 1Twnt nnn

alice_prikey_tx_a2

revocation_prikey_tx_a?2

bob_prikey_tx_a?2

revocation_sig_tx_a?

bob_prikey_tx_b2

NR 1wnY 7127 N1n L alice_prikey-_tx_a2 nxk 0'78n 91p 810 ON .bob_prikey_tx_a2 nN wxIn w1 1119
0798 ON .TX Ao2 NN Yv1% n912w ,revocation_sig_tx_a2 n1yv1a'T nn'nn 1xNw revocation_prikey-tx_az
J01IRY wa1ya - 212 "y N7 npvT ntypTaavn Yw nann Output-a qoan 2, TX Ao2 Nk n1Twni nnn

.HTLC-Successn1 HTLC-Timeout-n n1"¥{1171Y 7102 02 0121 (revocation) 71920 111210
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HTLC-Timeout Transaction

nLocktime: Today 6pm

Transaction ID: TX AO2

Output Number: 1

Unlocking script: alice_htic_sig and bob_htlc_sig

Outputs

Output Number: 0

Amount: 0.1 BTC

Locking Script

- If the revocation_sig_tx_a2 is presented, then Bob gets the
money.

- If Alice's signature is presented, then Alice gets the money.

771NN, TN Q02N NN NY2PN N7 DI NY7VIN VaTIpoa :DANN Ny .0N Yw HTLC-Timeout-n n¥priiw
.2'An% 1T 2127 NNY T2 ,07V11W 112y]
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HTLC-Success Transaction

Transaction ID: TX B02

Output Number: 1

Unlocking script: alice_htlc_sig and bob_htlc_sig

Outputs

Output Number: 0

Amount: 0.1 BTC

Locking Script

- If the revocation_sig_tx_b2 is presented, then Alice gets the
money.

- If Bob’s signature is presented, then Bob gets the money.

712V P RYR , TN Q020 NN 72PN RY7 112 n7'Van vapoa ,nann nyva .11 9w HTLC-Success n nvxptaiw
.27AN7 1T 0'INY7 NNY T2, D1V

HTLC- n1'¥p1aava na1 n1annnn DI¥pPTIIva DA ,NIN1PNR "1wa 0131 71020 113110 anY
?Timeout/Success

NT¥PTIY DN DA 1TWY 18:0071 n712" nn™n 09X ,n21nn Output-a pa 71072 1aaan 127 n'n oN
9aN TX Ao2 nN 7vaY% nY1a'n NN w1 2125w 1121 .HTLC-Timeout-n n»¥p117w NN 0a1 TX Aoz
- nain Output 1R NN DTATANW QI¥PTIIY 110 YW INIT D120 211 ,27A07 19 Dpw nTta
9V 19w N¥PTIIWVN DN 97 TYNY 011120 YW pntTtona 190 n'nt 212 . HTLC-Timeout n nmxpraw
HTLC-Timeout-n nm¥priiw 14
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N71 ,HTLC-Timeout/Success n Nn1'¥p1iInva P 71020 NN NIRWN 1170 ON "I TN
nN 1TwY 2 TX Ao2 NN 1TwY 07127 ann R0 ,079N 9w nann Output=9 1miN n1onan
.(117TINY) NN N1a1pnY 9va'nY 211 9w qoaY% o1a , HTLC-Timeout n nvyp1aiw

1"17V'2A0 WY 11N - ¥1IYn N1'AD

:1717127 2121 DN Y17V 11107 0127T WI19W 13w

NIN 910N'71 ,N17A0 NTIYPTINW 1INT7 ND77137 2121 09X .171va 91N'wW21 010 :Na1vn 71Tn .1
.7 PRYW qoan

nawniw , (7Y ON payment_secret-1) nT"NY'v1 NIYXNRA NTTTY TN N1 :AvIn TR .2
7127 2121 TX A03 NN 1TWY 07127 09X .NN"0N Na1PNY 71y1 INWI Q020w 111720 ay
wnnwn'v "T2 0"YI1AW N1INY7 1210N" AN 728 ,AN7W Q020 NN 91087 'T2 TX Bo3 nN 1T1wY
.12

1TWN1 NN Wi TN ON .7IWN FAannwnn 7w NINNY DTNPTIY 71972 :0yviann 11T .3
W11y1 ,9020 NIR 91087 T2 revocation-key a2 wnnwn (na1n1) awan ,niw! n¥piaiw
JIWN TNY

Closing Transaction

Funding Transaction's UTXO

Transaction 1D: 00
Output Number: 0

Unlocking script: Both alice_funding_sig and
bob_funding_sig

Qutputs

Alice Output Bob Output

Qutput Number: 0 Qutput Number: 1

Amount: 0.85 BTC Amount: 0.15 BTC

Locking Script Locking Script

If signature from Alice is presented, then - If signature from Bob is presented, then Bob
Alice gets the money. gets the money.
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https://github.com/lightningnetwork/lightning-rfc/blob/master/05-onchain.md
https://github.com/lightningnetwork/lightning-rfc/blob/master/05-onchain.md
https://github.com/lightningnetwork/lightning-rfc/blob/master/05-onchain.md
https://github.com/lightningnetwork/lightning-rfc/blob/master/05-onchain.md
https://github.com/lightningnetwork/lightning-rfc/blob/master/05-onchain.md
https://github.com/lightningnetwork/lightning-rfc/blob/master/05-onchain.md

.NIN 17TWI,N190Y0 1YY NN RWA INRY , TN 1717400 NTYPTIWY 9V 1NNNT 2121 079N

D'N1%WN N1ayvn - 'a1on 11221nn
W'W N1 .70 19182 0'N17wN 1"ayvn 2210 pian nwaw 12 HTLC W 12002 ypwin 2172 ynkn
177'¥9 212 172 12wAT1,171P0 171 NANPD 0N 1117 DN 172 JIWNRIN iDINTY W 1WAV 119
M12"IN DAY NN N3N .21 70T 1IPw 0.1 79°YY mYwY NI 079N LB 271 ANPD 1AW
MwyY
:197'%% 212 "2
917 T2 2120 DM¥pPIa DR 19y 7vant [ payment_charlie_secret xn 9’y a
.payment_charlie_hash
HTLC) niat Output 1"way wr 197'¥% - NIN1T N1A7NNN DIYPTIWY 01INT'A 2121 '97°Y .2
.1M1pva 0.1 9w (Rx1* HTLC) nan Output w1 21291 ,1mpwa 0.1 YW (0122
212 DOINN L,17:00 nywn 149 1117 payment_charlie_secret-n nk qiwn% 1m'n 'y .3
.N11TN 1902 NR 721
N1 T HTLC-Success™1 HTLC-Timeout n1"y¥pT17Y 0 07IN1T 2121 "97'N .4



T01

Commitment Transaction: TX Bob-Charlie

Funding Transaction’s UTXO

Transaction ID: xxx

Output Number: 0

Unlocking script: Both bob_funding_sig and
charlie_funding_sig

Outputs

Local Output Debit Output

Output Number: 0 - © Output Number: 1
Amount: 1.9 BTC

Locking Script 1 Locking Script

If two weeks have passed and signature from If the revocation_sig_tx_bc is presented,
Bob is presented, then Bob gets the money. g then Bob gets the money.

If bob_htlc_sig and charlie_htlc_sig are

Else if the revocation_sig_tx_bc is i presented, then it will be spent by a
presented, then Charlie gets the money. HTLC-Timeout transaction.

Else if the signature from Charlie and
payment_charlie_secret are presented,
then Charlie gets the money.

.197°%9 11pBIa 0.1 NYIW NIN 1AW ,112 W nwTNN DIATNNAN DTYPTIW
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Bob’s HTLC-Timeout Transaction

nLocktime: Today 5pm

Transaction ID: TX Bob-Charlie

Output Number: 1

Unlocking script: bob_htlc_sig and charlie_htlc_sig

Outputs

Output Number: 0

Amount: 0.1 BTC

Locking Script

- lfthe revocation_sig_tx_bc is presented, then Charlie gets the
money.

- Ii Bab's signature is presented, then Bob gets the money.

1% 1NJW N2 DA :DAINN NIV .17:00 nywnn YN0 1TwY 7127 X100 anikw L2121 9w HTLC-Timeout-n nmyptaiw
IN 1¥™9 127 N10 DN 2707 197°%7 N1 NNY 172 - DYI1AW 1INKR 2719020 DR 727 7127 2112w n7'Yan vanpoa
.revocation_sig_tx_bc



T01

Commitment Transaction: TX Charlie-Bob

Funding Transaction’'s UTXO

Transaction 1D: xxx
Output Number: 0

Unlocking script: Both bob_funding_sig and
charlie_funding_sig

Outputs

Remote Output | Credit Output

Amount: 1.9 BTC , Amount: 0.1 BTC

Locking Script Locking Script

If the revocation_sig_tx_cb is presented,
then Bob gets the money.

- If signature from Bob is presented, then Bob

gets the money. If bob_htic_sig, charlie_htic_sig and

payment_charlie_secret are presented,
then it will be spent by a HTLC-Success
transaction.

Else If, after 5pm, and signature from Bob is
presented, then Bob gets the money.

.2120 11PYA 0.1 92PN K10 NAW ,797°Y W DIATNNNN DTYPTIW
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Charlie’s HTLC-Success Transaction

Transaction ID: TX Charlie-Bob

Output Number: 1

Unlocking script: bob_htlc_sig and charlie_htlc_sig

Outputs

Output Number: 0

Amount: 0.1 BTC

Locking Script

- Ifthe revocation_sig_tx_cb is presented, then Bob gets the
money.

- If Charlie’s signature is presented, then Charlie gets the maney.

NN 7277 9127 '97°¥W 0Y7Van vaTIpoa 187 1NAW N DA :DANn nava 197°x 9w HTLC-Success—n nyptaiw
.revocation_sig_tx_cb nx 1¥™1% 712" N10 DN 27207 2127 JAT NNY T2 - DTWYI1AW NN P71 1202

NINPTIY ."q02 910K 1T'PAnW AT NN 112 IWND L7000 7Y 1INt pno,2121 09N
1170 PAYY NaTnnnn
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Jpw1a 0.1 Yw (Rx1'n HTLC-n) nain Output wr 0987 e

npoya deadline-n Nk nyw) 18:00 "1a% payment_charlie_secret nN 91iwn% 7"I¥ 112 e

.N1TN 902N NIR NY2pPn 098 NONN . ("97°Y 710 19w

nN 0"wn? T2 .nimT HTLC-Success 1 HTLC-Timeout n1'¥pT1aawn 178" D2 01981 112
:D1%wnn

19 901N DR 72pY 771 ,17:00 1149 1119 payment_charlie_secret nk qiwnt 9’y 1

.21an



19021 NN 72p7 T2 payment_charlie_secret nx qiwn% nn7w nyw nina% nnn 1119 .2
.0"INN

NINW N11WN 112V N1VP 017Ny D8N WINTY 2127 ,017WNN NN AN7D 112yn W L2111 ,NIN'YN]
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11990 mi7nyn

:DANN N1yn
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.payment_charlie_secret 1nin

DN VT1' NN N7 112 :0a 0117180 RYW 0'a011 N1'WIA 11111110 W1 P1an Dw1aw 187 1IN .
211 .797°% INN RXNIW TYT IR 019K 114 RXNIW PN IR L,7°%Y 019810 yNann 017wnn
721N DN NYT7 91 ,payment-secret niayvn7 npoy niwiy 197'N1 09RW YT o)
.NINN VP P70 21 NINW 01982 NINPOY W NJ1IN NwIwa

nipIin/ninnan 11ay - 01'0% nnan
NNW AWIN IR .N1TAN 31NN 127007 T2 NY7VaN Va0 DR 111202 TNONTP L, N1vwan 712wl
.7y191 12 nwnnwnwy 1vapon 1nn 1'an’ tnna
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<Alice’s public key> OP_CHECKSIG
Alice’s public nx nNan n¥pTIwn YW Input a2 nnw ~'n ,Output-n NN NTATAN D1IN IWNI
,072011 D'W1aY .payment-secret 11ay1 (71v11) revocation nnnn 112y n11p 12T 1NN .key
.2 1A% y1 n1ipn1 N1y IR
revocation ) "71v12n n1Nnan N1AITY NN 11X TTI NIWNNWN 12w DNTI1A9RN RN NAa011 N1nan
N1 7V181 npvnnnn 72K ,DINNann YW viwa 1113 at DR 128N L1237 0TIp .(key pairs
:NpPYT2
revocation_public_key = bob_public_key * SHA256(bob_public_key || alice_public_key)
+ alice_public_key * SHA256(alice_public_key || bob_public_key)
revocation_private_key = bob_secret_key * SHA256(bob_public_key ||
alice_public_key) + alice_secret_key * SHA256(alice_public_key || bob_public_key)



0'7N1 (local node) "nipnn nnixn N1n 212w N1 ,RFC-% ninnann ninw NN 0'8Nn% N¥71 ON

Check signature:

Check revocation
signature:

Check multisig:

Check payment
secret:

172 nInwn R 97011, (remote node) pni1ann NN NN
.revocation_basepoint n1n bob_public_key e
.revocation_basepoint_secret N1n bob_secret_key e
.per_commitment_point N1n alice_public_key e
.per_commitment_secret N1 alice_secret_key e

INT 170 92P1W NINNDIIN

This is the unlocking script, kept in This is the locking script used in commitment transactions and
secret by each party. HTLC transactions.

<Alices signature> > OP_CHECKSIG

<revocation_sig> <revocation_pubkey> OP_DUP OP_HASH160 < > OP_EQUALVERIFY OP_.CHECKSIG

<alice_funding_sig> <bob_funding_sig> 2 : > 2 OP_CHECKMULTISIG

<payment_secret> OP_HASH160 < > OP_EQUALVERIFY

.0912 12 D'aniwn (nY'w1 1Ya™Po) DATTNN O'NNA 717172 DWIANW D'WOpYN

1 p14a% y1 n11ipn1 nvn
The Bitcoin Lightning Network: Scalable Off-Chain Instant Payments, Joseph

Poon, Thaddeus Dryja
Reaching the ground with lightning, Rusty Russell

Elliptic Curve Point Multiplication

The Lightning Network Specifications is a great place to find all the details,

though it’s difficult to read. Regarding how transactions work, BOLT #2: Peer

Protocol for Channel Management, BOLT #3: Bitcoin Transaction and Script

Formats and BOLT #5: Recommendations for On-chain Transaction Handling

explain it in technical detail.
Rene Pickhardt, who works with Andreas M. Antonopoulos to write the book,
Mastering the Lightning Network. He has helped to explain the general process



https://github.com/lightningnetwork/lightning-rfc/blob/master/03-transactions.md#revocationpubkey-derivation
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https://bitcoin.stackexchange.com/a/89544/82834
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T'02

of the transaction, how the keys exchanged and created this presentation,

which | found very helpful.

Hongchao wrote Payment Channels in Lightning Network which gave an
overview of how the lightning network works, it’s easy to understand for
readers with knowledge on Bitcoin script.

Rusty Russell(the main contributor to the lightning-RFC) has summarized the
rationality behind the two-stage HTLC outputs design in his blog, The #Bitcoin
#Lightning Spec Part 3/8: Peer Protocol for Channel Management.

About the timelock, James Prestwich’s Bitcoin’s Time Locks has provided great

insight, in addition to the Bitcoin Developer Guide and Andreas M.

Antonopoulos’s Mastering Bitcoin, Advanced Transactions and Scripting.

I’ve set up a testing environment using bitcoind and Ind to help me understand
the whole process. Here’s the gist of the trimmed log generated from Ind,

which recorded how Alice sent Bob money.

A clarification on the locking scripts. The red boxes represent the actual
format of the locking script. To unlock it, you need to supply the unlocking
script in the corresponding green box.
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https://upload.wikimedia.org/wikipedia/commons/b/b7/Introduction_to_the_Lightning_Network_Protocol_and_the_Basics_of_Lightning_Technology_%28BOLT_aka_Lightning-rfc%29.pdf
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https://medium.com/summa-technology/bitcoins-time-locks-27e0c362d7a1
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https://github.com/bitcoin/bitcoin
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